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	Automation: To be considered administratively capable to participate in the FSA Programs, a school must participate in all electronic processes that are required by the Department, if the processes are provided at no substantial charge to the school.  Automation benefits your students and your institution.

Variables to be considered for Automation are:

· Electronic Processes

· FSA Systems

· Use of IFAP – Information for Financial Aid Professionals – Website

· Safeguarding Electronic Records

In this Management Assessment you will evaluate your management procedures regarding Automation. It would be helpful to locate a copy of your Policies and Procedures related to Automation. The checklist provided in this section should help you determine if your institution is in compliance.

Hyperlinks to all applicable regulations are provided throughout this module.  Most of these hyperlinks are taken from regulations.  It is also recommended that you review the School Eligibility & Operations Section, Chapter 10 of the 2004-05 FSA Handbook for more detailed information regarding requirements related to Automation and Electronic Requirements. The continuous improvement symbol [image: image1.wmf] signifies a continuous improvement cycle and will prompt you to complete a checklist to review your policies and procedures. The Test your Knowledge symbol [image: image2.wmf] provides you with several exercises to test your knowledge and policies and procedures. [image: image3.wmf] Provides Community Questions & Answers received by schools and answered by the Department of Education (included only if questions are available related to the topic addressed).




	Requirements
	Results of Assessment 

	· Electronic Processes 

The regulations require that a school be able to use the FSA electronic processes in order to be considered administratively capable of participating in the FSA programs.  Your school may use software provided by the Department of Education, develop its own software, or use a third party software vendor.

Resource: DCL GEN-04-08, DCL GEN-00-21, 2004-05 FSA Handbook, School Eligibility & Operations, pages 2-169 through 2-171, 2003-04 FSA Handbook, Institutional & Program Eligibility, pages 2-53 through 2-55
Questions/Comments Electronic Processes:


	Getting Started: As you begin to evaluate your policies and procedures, you may want to consider working with other offices that may either have a direct impact on the process or provide information to assist you in your efforts. Suggested Offices: Financial Aid Office, Systems/Computer, Registrar, Fiscal or Publication Office.
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 Continuous Improvement:
Please complete the checklist.  If you are not able to check each of the electronic requirements, you need to take immediate action to be in compliance and consider completing the Management Enhancement Worksheet for further action.

Equipment

___ IBM or fully IBM-compatible PC

___ 800 MHZ Pentium Processor or comparable

___ 128 MB RAM or more

___ 20 GB hard drive

___ 56K Modem, K56 Flex or X2 (that meets or is upgradeable to V.90 standard)

___ 3.5”/1.44 MB Diskette Drive

___ Monitor and video card capable of Super Video Graphics Adapter (SVGA) (800x600) resolution (small fonts only).  

___ Microsoft (MS) Windows 95 keyboard

___ Laser printer capable of printing on standard paper (8 ½” x 11”)

___ 24x CD-ROM Drive or higher, read/write with sound board

___ 32 bit operating system (Windows 98, Microsoft Windows NT 4.0, or Microsoft Windows 2000)

Software

___ Netscape Navigator 4.73 or Explorer 4.01 (service pack 2) web browser

Other
___ Internet Service Provider (ISP) that supports 56k modem

___ Dedicated phone line

Recommended

___ Adobe Acrobat Reader



	· FSA Systems

Schools must have the capability to print Federal Registers or other complex documents provided in portable document format (PDF).  The software for viewing and printing PDF files can be downloaded onto a school’s PC hard drive for free from the Adobe Systems web site at: http://www.adobe.com/prodindex/acrobat/readstep.html. 

Resource:  DCL GEN-00-21, 2004-05 FSA Handbook, School Eligibility & Operations, pages 2-177 through 2-179, 2003-04 FSA Handbook, Institutional & Program Eligibility, pages 2-53 through 2-55
Questions/Comments regarding FSA Systems:
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 Continuous Improvement:
Please complete the checklist.  If you are not able to check each of the electronic requirements, you need to take immediate action to be in compliance and consider completing the Management Enhancement Worksheet for further action.

Submission of the FISAP

___ If your school participates in the Campus-Based Programs, the Fiscal Operations Report and Application to Participate (FISAP) is submitted each year by October 1 through the new E-campus-Based Web Site.

Pell Grant payment data

___ If your school participates in the Federal Pell Grant program, your school transmitted data to the Recipient Financial Management System (RFMS) through the Student Aid Internet Gateway (SAIG) (Prior to the 2002-03 award year)

___ Beginning in the 2002-03 award year, payment information is submitted to the Common Origination and Disbursement System (COD) through SAIG

Direct Loan Records
___ If your school participates in the Direct Loan Program, all records are created and submitted electronically through COD

SSCR

___ Your school submits Student Status Confirmation Report (SSCR) data electronically as required

Perkins Loan Data

___ If your school participates in the Federal Perkins Program, loan data is submitted electronically as required



	· Use of IFAP – Information for Financial Aid Professionals – Website

Program information such as Dear Colleague/Partner Letters, announcements, and Federal Registers, previously mailed to participating schools, is now communicated through FSA’s IFAP Website.  One of the features of this site is its notification service, which makes it possible for individuals to sign up to receive an e-mail summarizing recent postings to IFAP. See http://ifap.ed.gov for more information.  To register for the notification service, Click on Member Services on the IFAP website.

· Submission of the Application to Participate (Recertification) through the internet
Applications for recertification, reinstatement, or changes in school ownership or structure must be submitted to the Department electronically through the internet.  Schools must also send electronic updates to their application data through the Internet.  For more information, refer to http://www/eligvert.ed.gov. 

For more detailed information about the Recertification process or Change in Ownership process, please consider completing the Recertification Module and the Change in Ownership Module.
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 Continuous Improvement:
Please complete the checklist.  If you are not able to check each of the electronic requirements, you need to take immediate action to be in compliance and consider completing the Management Enhancement Worksheet for further action.

· What system does your school have in place to receive all relevant information concerning Title IV eligibility from IFAP (such as Dear Colleague/Partner Letters, announcements, and Federal Registers)

· How does your school share all relevant information with appropriate offices on campus (such as Perkins Collections, Business Office, etc)? 

· Where can your school find your procedures to ensure that all recertification information is submitted to the Department of Education as required?

· When does your school’s Recertification expire? 

· How and when does your school update recertification information?

· What offices need to coordinate to ensure that all updates are reported?

· Who is the lead person and what office is responsible to ensure updates are reported?


	Safeguarding Electronic Records 2004-05 FSA Handbook, School Eligibility & Operations, pages 2-167 through 2-169; 2003-04 FSA Handbook, Institutional Eligibility, pages 2-274 through 2-276
The Department is making a continuing effort to provide for the increasing use of technology in the administration of the FSA programs.  As new regulations are written they will contain instructions for schools that wish to move toward maintaining FSA records in an electronic format.

As your school begins developing plans for using electronic recordkeeping in administering the other FSA programs, you school should keep in mind the safeguards required for electronic certification in the FWS program.  Those safeguards include:

· Password protection

· Password changes at set intervals

· Access revocation for unsuccessful log-ins

· User identification and entry point tracking

· Random audit surveys with supervisors, and

· Security tests of the code access
	[image: image7.wmf] Continuous Improvement:
Please complete the checklist.  If improvements are needed, please complete the Management Enhancement Worksheet for further action.

· What type of Electronic systems does your school have? (e.g. homegrown system, software vendors, etc)

· How do you drawdown ISIRs?

· What type of procedures does your school provide to all employees regarding passwords?

· How does your school ensure that all electronic data is protected?

	· Safeguarding Electronic Records 2004-05 FSA Handbook, School Eligibility & Operations, pages 2-167 through 2-169; 2003-04 FSA Handbook, Institutional Eligibility, pages 2-274 through 2-276, continued

Special hints for passwords

The object when choosing a password is to make it as difficult as possible for a hacker to make educated guesses about what you’ve chosen.

What Not to use/What not to do

· DON’T use your login name in any form (as-is, reversed, capitalized, doubled, etc.)

· DON’T use your first or last name in any form

· DON’T use your spouse’s or child’s name

· DON’T use other information easily obtained about you.  This includes license plate numbers, telephone numbers, the brand of your automobile, the name of the street you live on, etc.

· DON’T use a password of all digits, or all the same letter.  

· DON’T use a password shorter than six characters

· DON’T write your password down in an area accessible to others

· DON’T share your password with anyone else

What to use

· DO use a password with mixed-case alphabetic characters

· DO use a password with nonalphabetic characters, e.g. digits or punctuation

· DO use a password that is easy to remember, so you don’t have to write it down
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	Now that you have completed the Automation Worksheet and have noted the results of each area in the Question/Comment Section, answer the last question in this Assessment.

· Does your institution have a system to verify that it meets ALL automation requirements?

· Yes.   Have you noted any good practices that you would like to identify as Effective Practices?  If so, complete an Effective Practice Report for each effective practice noted.

· No.  For each Automation Criterion that you have noted a need for improvement in your institutional policies and procedures, please complete a Management Enhancement Worksheet for each improvement noted.

· Need for Technical Assistance.  You may have listed questions in the Question/Comment area in some of the Automation categories.  Please contact our FSA Customer Service Call Center (at 1-800-433-7327) or you may email FSA Customer Support at fsa.customer.support@ed.gov or contact your regional Training Officer or Institutional Improvement Specialist Technical Assistance Resources.
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  Related Modules:  You may also find it helpful to complete the Reporting & Reconciling Module.
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