Automation Activity #1

Safeguarding Electronic Records


FSA Automation Module



Activity:  Reporting & Recordkeeping exercise:  Locate a copy of your policies & procedures for Reporting & Recordkeeping.  Review your procedures to determine if the following requirements are addressed:
	Review
	Yes/No
	Where are procedures located?
	Comments

	Does your school have adequate contingency plans, including:

a. Procedures for back-up processing and recovery in the event of processing interruptions or temporary shut-down?  

b. Procedures for developing back-up copies of all data files in case of catastrophe, and for storing them off-site?  

c. Has your institution taken steps to ensure adequate physical protection against fire, water damage, theft, and sabotage?  


	
	
	

	Does your school have procedures for accessing all Department of Education systems such as NSLDS?
	
	
	

	Does your school have procedures regarding how employees should select passwords to ensure that all applicable systems are protected?
	
	
	

	
	
	
	


If you find areas that need improvement, complete the Management Enhancement Worksheet.
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