Privacy on Our Web Sites

Office of Student Financial Assistance • U.S. Department of Education

Thank you for visiting our Web site.  Our privacy policy is simple: We collect no personal information about you unless you choose to provide that information to us.  When we do collect information about you, we only collect information that we need to provide you or someone in your family student financial assistance.

Some of our Student Aid Web pages let you voluntarily submit personal information (such as e-mail or our on-line aid application, FAFSA on the Web).  In those cases, we will provide a specific notice before you begin submitting any personal information, explaining how your information will be safeguarded.

If you want to know more about how we record non-personal information about your visit or how we use information that you voluntarily submit, read on.

Otherwise, enjoy your visit! 

Use the “Back” button on your browser to 

return to the page you were reading, 

or go to

Financial Aid for Students Home Page

Non-personal Information | Information from E-mails | Information collected from interactive forms | Privacy of other records 

Non-personal information we record

If you do nothing during your visit but browse through the Web site, read pages, or download information, our Web site’s operating system will automatically record some general information about your visit. 

During your visit, our Web operating system will record:

1. The Internet domain for your Internet service, such as “xcompany.com” or “xcompany.net” if you use a private Internet access account, or “yourschool.edu” if you connect from a college or university domain.

2. The type of browser (such as “Netscape version X” or “Internet Explorer version X”) that you are using.

3. The type of operating system that you use (such as Macintosh, Unix, or Windows).

4. The date and time you visit our site, and the Web pages that you visit on our site.

5. The address of the previous Web site you were visiting, if you linked to us from another Web site.

We use this information for statistical analysis, to help us make our site more useful to visitors. This tracking system does not record information about individual visitors.

Cookies 

On certain FSA web pages, we use "cookies” to help you use our web sites interactively.  A cookie is a small file that a Web site transfers to your computer’s hard disk, usually to keep track of you while you are connected to that site.  

The cookies on FSA Web pages do not collect information about you, but only about your browser "session." The cookie makes it easier for you to use the dynamic features of these Web pages, without having to provide the same information again as you move from one page to another.  The cookie and the information about your session will be destroyed automatically shortly after you close your browser--it is not permanently stored on your computer.

To protect your privacy, be sure to close your browser completely after you have finished conducting business with a web site that uses cookies. If you are concerned about the potential use of information gathered from your computer by cookies, you can set your browser to prompt you before it accepts a cookie. Most Internet browsers have settings that let you identify and/or reject cookies.

Security and Intrusion Detection 

For security purposes and to make sure this service remains available to all users, we use special software programs for monitoring network traffic to identify unauthorized attempts to upload or change information, or otherwise to cause damage to this government computer system.  These programs collect no personally identifiable information, but they do collect information that could help us identify someone attempting to tamper with this Web site.    

Except for authorized law enforcement investigations, we make no other attempts to identify individual users or their usage habits.  We only use raw monitoring data logs for determining trends in usage patterns and in diagnosing system problems.
Information from e-mail you send to us

If you decide to send us an electronic mail message (e-mail), the message will usually contain your return e-mail address.  If you include personally-identifying information in your e-mail because you want us to help you with a specific problem, we may use that information in contacting other federal agencies or our partners (such as colleges, lenders, or state agencies about your student aid.  In other limited circumstances, including requests from Congress or limited other parties, we may be required by law to disclose information that you submit.

Also, e-mail is not necessarily secure against interception.  If your communication is very sensitive, or includes personal information such as data from your tax return or student loan account, you may prefer to send it by postal mail to:

Office of Student Financial Assistance

P.O. Box 84

Washington, DC  20044-0084

Information collected if you complete a form on our Web sites

On some of our Web pages, we offer interactive forms that let you store information about your business processes.  The optional use of your OPE ID number identifies your institution.  You have the option to view the interactive forms without identifying your institution by choosing the "Tour Only" option.

At no time do we collect personal information on this website.
 
More about privacy and your student aid records

If you have applied for federal student aid or have received a federal student loan, the Office of Student Financial Assistance is authorized to maintain a record of all transactions related to your application or loan.  

Click here to review the System of Records notices, which list the authorized disclosures and the safeguards for Office of Student Financial Assistance systems under the Privacy Act of 1974, as amended.

If you have authorized us to share your financial aid information with the colleges that you are thinking of attending, they will also store that information (often in electronic form). The privacy of financial aid records (and admission, enrollment, and other records) kept by an educational institution is protected by the Family Educational Rights and Privacy Act.  Click here to read the FERPA regulations.

